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This report has been published by Muddy Waters, LLC (“Muddy Waters Research” or “we” or “us”). Muddy Waters Research is under common control and affiliated with Muddy Waters Capital LLC (“Muddy Waters Capital”). 
Muddy Waters Research is an online research publication that produces due diligence-based reports on publicly traded securities, and Muddy Waters Capital LLC is an investment adviser registered with the U.S. Securities and 
Exchange Commission. This presentation is the property of Muddy Waters Research. Muddy Waters Research and Muddy Waters Capital, collectively their respective affiliates and related parties, including, but not limited to 

any principals, officers, directors, employees, members, clients, investors, consultants and agents, are referred herein to as “Muddy Waters”. 

Muddy Waters will continue transacting in the securities of Covered Issuer for an indefinite period after this report on the Covered Issuer, and we may be net short, net long or flat positions in the Covered Issuer’s securities after 
the initial publication of this report, regardless of our initial position and views herein. 

We area “for profit” journalistic organization with a non-traditional revenue model– rather than accepting advertising money or subscriptions, we finance our journalism through taking positions in the securities of companies on 
which we report. This revenue model enables us to report in great depth on a limited number of investigations, and also entails our taking significant financial risk on behalf of ourselves and our clients. 

In order to manage risk, we must close open positions as we deem prudent. We do not provide “price targets”, although we may express our opinion of what the security is worth. An opinion of the value of a security differs from 
a price target in that we do not purport to have any insight as to how the market as a whole might value a security we can only speak for how we, ourselves, view its value. We therefore do not hold a position until it reaches a 

certain price target, nor do we hold positions until they reach the price at which we have expressed a valuation opinion. There are numerous factors that enter into investment decisions aside from opinions of the value of the 
security, including without limitation, the borrow cost of a shorted security, the potential for a “short squeeze”, prudent risk sizing relative to capital and volatility, reduced information asymmetry, the opportunity cost of capital, 
client expectations, the ability to hedge market risk, our perception of the efficacy of market regulators and gatekeepers, our perception of the resource imbalance between us and Covered Issuers, and our moods and gut 

feelings. Therefore, you should assume that upon publication of this report, we will, or have begun to, close a substantial portion– possibly the entirety– of our positions in the Covered Issuer’s securities. 

We are not providing you with a recommendation to buy or sell securities of the Covered Issuer. We are articulating our reasons at the time of publication we have positions in the securities of the Covered Issuer. We have no 
duty or obligation to update this report or update you on the size or direction of any position we hold in a Covered Issuer. We do not provide investment advice to any person, unless our affiliate has entered into an investment 
adviser-client relationship with that person in writing. 

All information and opinions set forth herein are for informational purposes only. Under no circumstances should any information or opinions herein be construed as investment advice, as an offer to sell, or the solicitation of an 

offer to buy any securities or other financial instruments. 

This report is opinion journalism. We are providing our journalistic opinions about issues of concern to the general public. The opinions, information, and reports set forth herein are solely attributable to Muddy Waters Research. 

Before making any investment decision, you should do your own research and due diligence before making any investment decision with respect to securities of or derivatives linked to the Covered Issuer. This report represents 
the views of Muddy Waters Research only and is based on publicly available information. 

To the best of our knowledge, all information contained herein is accurate and reliable and has been obtained from publicly available sources that we believe to be accurate and reliable. The information presented herein is “as 
is,” without warranty of any kind, whether express or implied. This report contains a large measure of analysis and opinion. All expressions of opinion are subject to change without notice. 

By viewing and accessing this report, you further agree to the following terms of use: Muddy Waters shall not be liable for any claims, losses, costs, or damages of any kind, including direct, indirect, punitive, exemplary, 
incidental, special or consequential damages, arising out of or in any way connected with this report. This limitation of liability applies regardless of any negligence or gross negligence of Muddy Waters. You accept all risks in 

relying on the information and opinions in this report. You agree that any dispute between you and Muddy Waters arising from or related to this presentation shall be governed by the laws of the State of Texas, without regard to 
any conflict of law provisions. You knowingly and independently agree to submit to the personal and exclusive jurisdiction of the state and federal courts located in Austin, Texas and waive your right to any other jurisdiction or 

applicable law, given that Muddy Waters are based in Austin, Texas. The failure of Muddy Waters to exercise or enforce any right or provision herein shall not constitute a waiver of such right or provision. If any provision of 
these terms of use is found by a court of competent jurisdiction to be invalid, the parties nevertheless agree that the court should endeavor to give effect to the parties’ intentions as reflected in the other provisions set forth 
herein, in particular as to this governing law and jurisdiction provision. You agree and understand that, by the time you read this report, we may be covering or have already covered (i.e., bought back) our short position, and we 

are unlikely to increase our short positions unless it is in our financial interest to do so. You should not make any investment decision based your interpreted view of our positioning in the Covered Issuer’s securities. You agree 
that regardless of any statute or law to the contrary, any claim or cause of action arising out of or related to this presentation must be filed within one (1) year after the occurrence of the alleged harm that gave rise to such claim 

or cause of action, or such claim or cause of action be forever barred.

As of the time and date of this report, Muddy Waters (defined below) is short the securities of, or derivatives linked to, Applovin Corporation (the “Covered Issuer”). After the
publication of this presentation, we intend to cover our short positions. The timing associated with covering our short positions will be related to several factors, including the price
of the covered security and related hedges, overall market conditions, our Clients’ portfolios relative to the covered security and its related hedges, and other factors described below.

Our risk reduction is not a reflection of a lack of conviction in our opinions or the facts presented; rather, it has to do with managing risk in a manner that is prudent for a fiduciary of
our investors’ money.
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APP’s Persistent Lies, Denying Use of Persistent IDs

Muddy Waters is short AppLovin (APP).  APP’s CEO and CTO responded to our initial report (dated Match 27, 2025) with 

demonstrably false statements. In contrast to its CEO and CTO’s claims, APP continues to use persistent identifiers that 

violate users’ privacy and partner platforms’ terms of service.

CEO Foroughi denied that APP creates or uses persistent identifiers in his March 31, 2025 blog post.1 We show this denial 

is a lie. Throughout Foroughi’s blog post, he references CTO Shikin’s analysis.  We show that Shikin’s explanation of how 

identifiers data are used and how APP creates and uses personal identifiers is misleading—a lie of omission.2

Included at the end of this presentation is a link to a video by a third-party investigations firm, Permanent Record Research 

Inc. (PRR), which we engaged to verify our thesis and assist with this project’s research. 

This presentation introduces the video which provides new evidence, data, and visualizations that clearly demonstrate the 

existence and use of persistent identifiers to build Persistent Identify Graphs (PIGs) and retarget ads to mobile game users.

In the video, the PRR technical expert explains in detail how Shikin’s response misleads, how the persistent identity graphs 

are created, how these persistent identifiers interact with APP’s tech stack and are called on in the ad auction (mediation) 

processes, and that they cross domains and applications.

1 APP CEO Adam Foroughi, March 31, 2025: Performance Advertising: How we drive value and handle data, https://www.applovin.com/blog/how-we-drive-value-and-handle-data/
2 APP CTO Basil Shirkin, March 31, 2025: Performance Advertising: Examination of e-commerce data practices, https://www.applovin.com/blog/examination-of-e-commerce-data-practices/

https://www.applovin.com/blog/how-we-drive-value-and-handle-data/
https://www.applovin.com/blog/examination-of-e-commerce-data-practices/
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CEO’s Bald-Faced Lie About Its Creation of 

Persistent Identifiers Which Violate User Privacy

On March 31, Foroughi denied that APP creates or uses persistent identity graphs (PIGs) for users who decline IDFA cross -

application tracking.1 On May 1, APP re-upped Foroughi’s lie by recycling his March 31 post in a newsletter to stakeholders 

entitled “Directly From Our CEO: Maximizing Value & Ensuring Data Safety.”

This presentation and the accompanying video show records of web and application traffic that prove these claims to be 

utterly false. We show that persistent identifiers are created, disguised, and applied to track users across domains and 

applications.

1 APP CEO Adam Foroughi, March 31, 2025: Performance Advertising: How we drive value and handle data, https://www.applovin.com/blog/how-we-drive-value-and-handle-data/

Below: Foroughi denies APP creates or uses persistent identity trackers – i.e. fingerprinting

https://www.applovin.com/blog/how-we-drive-value-and-handle-data/
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Refresher:  How Privacy Should Be Protected

Previously the Apple IDFA allowed advertisers to track users without consent. This changed in 2021 when APPL terminated or “sandboxed” 

IDFA access.1 Unless users’ opt-in, advertisers are prohibited from tracking users across environments.  GOOG and FB users already login to 
use their applications.  This gives GOOG and FB a major advantage, as they can track users’ activities within their applications. 

APP and most APP games do not require a login; therefore, users, platforms, and stakeholders (games, advertisers, etc.) have the expectation 
that the TOS and user privacy rules are being followed and the users’ identities are NOT being tracked.  

Below: Three excerpts from the video showing how the firewalling / sandboxing of Apple’s IDFA

1 APPL’s IDFA was known as “Identifier for Advertisers.” This was announced in June of 2020 and implemented with the release of iOS14.5 in April 2021. 
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APP’s CTO’s Lie of Omission

On March 31, Shikin posted a blog in defense of APP’s practices.1 We contend Shikin’s analysis is limited, looking only at the 

e-commerce side of the platform, and explaining only how prominent identifiers are supposed to be properly handled. The IDs 

he shows used by FB and GOOG are unique to each user in each domain as would be expected, i.e., the same ID is not re-

used or persist to track the user on another domain.  

Shikin does not look at how the applications interact; and unsurprisingly he omits the how and what of APP’s improper 

persistent identifiers.  Specifically, when users visit different e-commerce domains (websites), APP generates and sustains the 

same persistent ID for the same user.

1 APP CTO Basil Shirkin, March 31, 2025: Performance Advertising: Examination of e-commerce data practices, https://www.applovin.com/blog/examination-of-e-commerce-data-practices/

Below: Shikin’s examples show FB and 

GOOG using different, unique IDs.  

Below: Shopify correctly uses Unique IDs—but APP applies 

persistent ID’s (non-unique), sustaining them for weeks or longer.

https://www.applovin.com/blog/examination-of-e-commerce-data-practices/
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PRR’s technical expert video explains the research methods used to find persistent identifiers tracking users across apps and

environments, some of which were for extended durations.1 This included making video recordings of the applications running on 

screen, side-by-side with a data collecting proxy. The proxy captured the background data movements between the domains, 

applications, browsers and APP’s servers. 

Data Collection Methods

Left: Side-by-side view of the application running and its 

data flows between the applications and APP’s servers 

Right: The collected data was exported and 

analyzed, Persistent identifiers are located.

1 Tests conducted collected tens of thousands of HTTP requests, using iOS and Android; Safari, Chrome & other browsers; VPN on & off, USA & Canada mobile hardware and networks.
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APP Shares Persistent IDs Across Domains & Applications

http_time type http_origin (e-commerce) token_value http_host

2025-03-31T16:09:04.731Z compass_random_token file:// 285035d2-a4bf-4275-bd06-31ea02d6a9fe sts.applovin.com

2025-03-19T17:09:03.151Z compass_random_token https://minceetbien.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T15:49:08.755Z compass_random_token https://www.drinkbrez.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T15:49:56.826Z compass_random_token https://www.drinkbrez.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-19T16:58:15.042Z compass_random_token https://www.ilmakiage.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T16:09:16.416Z compass_random_token https://www.namacbd.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-19T16:58:18.169Z compass_random_token 285035d2-a4bf-4275-bd06-31ea02d6a9fe ms.applovin.com

2025-03-31T16:02:03.234Z art file:// 285035d2-a4bf-4275-bd06-31ea02d6a9fe sts.applovin.com

2025-03-19T17:09:01.016Z art https://minceetbien.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T15:49:08.755Z art https://www.drinkbrez.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-19T16:58:15.042Z art https://www.ilmakiage.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-19T16:58:15.431Z art https://www.ilmakiage.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T16:09:14.577Z art https://www.namacbd.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T15:45:00.902Z art 285035d2-a4bf-4275-bd06-31ea02d6a9fe ms.applovin.com

2025-03-31T16:02:03.234Z alart file:// 285035d2-a4bf-4275-bd06-31ea02d6a9fe sts.applovin.com

2025-03-19T17:09:01.016Z alart https://minceetbien.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T15:49:08.755Z alart https://www.drinkbrez.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-19T16:58:15.042Z alart https://www.ilmakiage.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

2025-03-31T16:09:14.577Z alart https://www.namacbd.com 285035d2-a4bf-4275-bd06-31ea02d6a9fe b.applovin.com

After PRR collected the data, it organized and sorted the records to identify various IDs being used and re-used to track users across 

domains and applications.  

PRR’s expert analysis confirmed the existence and use of identifiers that persist across domains and applications sustained over an 

extended period.  The value (green) of the three tokens (compass_random_token, art, alart) persist across e-commerce domains (in 

this case: drinkbrez.com, namacbd.com, minceetbien.com, ilmakiage.com) and three APP domains (sts.applovin, b.applovin, 

ms.applovin). These domains and APP services are for both mobile applications and web browsers viewing e-commerce sites.

The value (in green) should not be the same—it should be unique to the user for each site visited.  

Below: The table depicts the same token value (green) persistently used by three types of tokens across four e-

commerce site domains and three APP domains used for both mobile applications and web browser viewing.
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How APP Circumvents the Privacy Firewall:  

Creating Persistent IDs and Persistent Identity Graphs
1. When APP’s Max SDK is launched it generates two tokens: the applovin_random_token and the compass_random_token (CRT). The 

CRT becomes the main persistent identifier and is the focus of this analysis. The identifiers are stored locally on the device and are easily 
discoverable by most open source or commercially available mobile forensic tools. 

2. APP reads and ingests various types of device and network attributes including the make, model, OS, IP address, user engagement data 

and other data returning from advertisers. APP adds the data to its growing user mosaic or synthetic identity graph.
3. The persistent identifiers are linked to the user and device data, enabling APP to call and lookup the associated information anytime an 

event comes into a mobile game, Shopify site, or especially when an ad auction (mediation) event occurs.
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How Does APP Break the Privacy Sandbox?

Creating, Relabeling and Passing the Persistent ID

The Max SDK “webview” and the mobile web browser on the Shopify site run on the same mobile device. To ensure user privacy, Safari and 

Zynga are sandboxed away from each other. This is designed to prevent the sharing of information, cookies, or trackers.  To circumvent this 
sandbox, APP inserts the CRT into the “webview” where ads run. This makes the CRT available to user click events or other interactions which 
point to the Shopify site; thereby making the CRT accessible to the web browser.

PRR’s video provides views of the persistent identifiers being passed back and forth between the device and various mobile applications and e-
commerce stores. For those technically inclined or technically curious, check out the video link at the end of this presentation.
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How APP Breaks the Privacy Sandbox, Cont.:

Creating, Relabeling and Passing The Persistent ID
After the CRT is created, it is disguised by being relabeled twice. First it is renamed “alart” and then “art”, but the underlying value is 

unchanged—it persists. The CRT/alart/art value creates an identifiable link from the device to the Zynga game to the Shopify store.  Between all 
of them are APP’s servers.  As users play mobile games, APP obtains data and builds out the user mosaic (or the synthetic PIG). The more 
users play, play in different the geographic locations, and use their device while the apps are running, the more data APP can collect and the 

more robust the user mosaic becomes.

As explained in our original report, the more robust the synthetic PIG, the better APP can determine if a user has already visited an advertiser’s 
website, added items to a cart or started a checkout, and thereby obtain signal.  If the signal is strong, APP knows to bid to win that ad 
auction—and importantly, knows to retarget that interested customer with an ad for the products or brands whose sites they visited and 

demonstrated intent, such as initiating a purchase event.



MUDDY WATERS RESEARCH 12

Our ongoing research turned up new examples of retargeting.  PRR’s video shows an example where an APP ad for DrinkBrez is served while 

playing a Zynga game shortly after visiting the DrinkBrez website. The event captured includes the persistent identifier, the “art” value, which is 

shared with the mobile Safari browser and drinkbrez.com shortly before the retargeting happens.  The shared “art” value is the same as what 

APP is using to track the user in the Zynga game, presenting both an observable phenomenon of cross-application use (Safari and a Zynga 

mobile game) as well as the likely technical component.

New Retargeting Example Based On Website Traffic 

Below: Screen shot of data collected while playing Words With Friends. The “art” value: 285035d2-a4bf-4275-bd06-

31ea02d6a9fe is shared with the mobile Safari browser and drinkbrez.com shortly before the retargeting ad is served.
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New Retargeting Example Based On Website Traffic, Cont.

Shortly after the connections are made 

between Words With Friends, APP, and 

drinkbrez.com a “BREZ” ad is shown.

This in-app example presents compelling 

evidence of APP tracking a user across 

domains, matching the user’s history with a 

mobile application, and then winning the ad 

auction to retarget an existing website visitor, 

an already in-the-funnel prospective customer.

This additional retargeting example 

exemplifies how APP’s ads seek to win 

conversions by retargeting—as opposed to 

being substantially all truly net new customers. 

This was one of many instances where we 

observed retargeting happening in this way, 

with data captured to prove it.

Below: Split screen image of the drinkbrez.com ad running along with the data 

connections and transfers between the device, APPs servers, and the web browser.  
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Mapping Persistent ID’s Across Domains & Applications

Below: a Gephi graph mapping the links and nodes of APP’s persistent identify graph (PIG)PRR’s video presentation concludes with a Gephi graph 

visualization of identifiers and servers. The graph uses 
the captured APP data from our analysis and then 
visually maps the IDs, including persistent IDs, to show 

the web of data connections. The graph visually reveals 
the cross-domain and cross-environment identifiers that 

APP uses.

Like the data analysis spreadsheet shown earlier, this 

illustrates how the synthetic PIG value is connected to 
multiple APP domains running mobile applications and 

web browsers viewing e-commerce sites. 

In other words, the data collected indicates use of 

persistent identifiers used to target and re-target users 
across domains and applications.

• Persistent ID value:  285035d2-a4bf-4275-bd06-31ea02d6a9fe

• E-commerce websites: drinkbrez.com, namacbd.com, 

mincebien.com, ilmakiage.com, 

• APP domains: sts.applovin.com, b.applovin, ms.applovin

(offscreen at left)
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Video:  APP’s Cross-App Cross-Domain Tracking, 

Persistent Identity Graph Creation & Retargeting

This video is intended to illuminate for APP investors, partners, stakeholders, 

and others in AdTech, privacy research and cybersecurity, how the APP 

identifiers reach across domains and applications, and how these persistent 

identifiers interact with APP’s tech stack and during the mobile ad auction 

(mediation) process.

The video demonstrates:

• That APP uses persistent identifiers, in sharp contrast with its Foroughi’s 

claims and the Shikin’s examples of FB and GOOG;

• The mechanics of how APP creates persistent identifiers on device;

• How these identifiers are combined to create device and user graphs 

(synthetic PIGs); 

• That these identifiers are shared across domains and applications; and 

• An example of an APP ad retargeting immediately following a visit to the ad 

customer’s website.

This video draws from original data research performed both prior and 

subsequent to our original report.  It was prepared by our outside, third-party 

technical expert, Justin Seitz of Permanent Record Research.

PLAY VIDEO

https://youtu.be/KxEUWsOJgsA?si=IDHjLJ09LZkWwoY6
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Conclusion: Execs Lied About Persistent Identifiers Likely Due 
to Pressure from Deplatforming and Margin Compression Risks

Evidence in the captured data indicates that APP’s CEO and CTO blatantly lied and misled investors about APP’s use 

of persistent identifiers.  We think this is because there is significant risk of APP being deplatformed for TOS privacy 

violations, as well as potential risks of regulatory action.  Additionally, we see material risks from margin-compression 

as APPs techniques become better understood by its competitors and customers. 

For example, as noted in our initial report, Meta is both a key platform partner (Facebook Audience Network partner) 

and a major competitor.  One sell side analyst recently reported that Meta was the the primary contributor to APPs 

market share gains.  We believe Meta will be paying closer attention to APP and that Meta has the means to remove 

APP as a competitor, if it so choses.

Nevertheless, if no platforms take direct action, then other Ad tech competitors will be compelled to replicate APPs 

techniques to keep up.  

Last, we contend that as customers find they are paying, or indeed overpaying, for retargeting ads they will likely further 

cut spend and/or or seek lower cost approaches to retarget interested or existing customers, diminishing APPs potential 

customer base, revenues, and margins.  
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