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Evolution Case Study "WATERS

UKGC’s Formal Action Against a Major B2B Supplier Sets a Precedent RESEARCH

The UKGC is moving more aggressively toward making supplier accountability an active, proactive obligation rather than a passive reporting one — and has
shown willingness to open formal license reviews against major publicly listed B2B companies within weeks of identifying unlicensed access.

The contractual obligation embedded in the LCCP (requiring B2B suppliers to mandate, in their contracts with B2C clients, that UK players are served only
via licensed operators) creates a paper trail that the UKGC can test directly through test purchasing — a tool the Commission has explicitly said it will use.

The December 2024 investigation in Evolution (EVO.ST) was a landmark precedent. Under Sections 116 and 117 of the 2005 Gambling Act, the Gambling
Commission can commence a license review when it suspects a licensing condition has been breached or the license holder may no longer be suitable.’
That is precisely the mechanism the Commission triggered against Evolution.

The possible outcomes ranged from no further action being taken, to the imposition of license conditions or financial penalties, or even the suspension or
revocation of Evolution's operating license. Evolution responded by cooperating fully with the investigation and implementing corrective measures, including
disabling access to its games on websites identified as lacking a UKGC licence.?

The market reaction was stark — EVO's share price fell 11.8% on Dec 21, 2024 in response to the news and down approximately one-third since that day
with sell-offs coming as additional reports covering the scandal broke.3

The Evolution case is significant not only for what it did but what it signaled. It is the first time a supplier was officially investigated by a regulator for its B2B
customers' activities.*

The UKGC was extending liability upstream from the operator to the content supplier — a materially different posture from most regulators historically.

1Vixio: https://www.vixio.com/insights/gc-evolution-facing-uk-licence-review , 2 https://next.io/news/regulation/ukgc-commences-review-evolution-licence/
3 https://www.bloomberg.com/news/articles/2025-08-13/evolution-games-ran-in-banned-markets-execs-say-in-secret-tapes , * https://sbcnews.co.uk/europe/2025/01/10/fight-against-black-jp-sbc/
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Appendix B — Methodology 1: Client ID & Widget Loader

In order to identify and discriminate which operators
are and are not SRAD customers with a high degree of
confidence, we retained a third-party cyber security
expert to analyze the system architecture, code, and
online data exchanges. To check our understanding of
the code we spoke with two former SRAD IT
professionals, including one very senior with firsthand
knowledge of the system architecture. He confirmed
and explained the use of the Client ID and 32-
character encryption code pair as one of SRAD’s key
authentication methods.

Based solely on data exchanged between SRAD and
sports betting websites, it is possible to identify SRAD
Client IDs and perform online licensing checks for
SRAD services. This Appendix highlights the technical
mechanisms that underpin these processes.

To summarize, this method uses the LigaStavok client
ID and 32-character code as an example to illustrate a
process that an operator would have gone through in
order to establish a SRAD-authenticated website.
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Overview of the Eight Step Process:

1. Ligastavok requests a Client ID from SRAD and complete the SRAD onboarding process.

2. Implement their assigned SRAD Client ID (in this case: “a53878289ac56ca4694405e80659d93f")
on the ligastavok[.Jru website to load non-sensitive SRAD data and widgets.

3. Configures its SRAD account to approve the web domain ligastavok/.]Jru to use the Client ID
a53878289ac56ca4694405e80659d93f to load licensed and more sensitive data from SRAD.

4. Ligastavok engineers generate encryption keys using openssl, installing one half of the keys on
the ligastavok[.]ru website.

5. Ligastavok engineers provide SRAD with the other half of the encryption key, who install it on
SRAD servers.

6. The ligastavok[.]Jru website validates their encryption key by requesting the /licensing SRAD
endpoint and by receiving the test value back.

7. The test value enables ligastavok[.Jru and SRAD to validate the correct encryption key is being
used for the correct Client ID and from the authorized web domain ligastavok/[.jru.

8. Ligastavok][.Jru now cryptographically ‘signs’ sensitive messages to SRAD, using their encryption
keys and are able to access additional SRAD services such as the Live Match Tracker or Bet
Concierge services.

MUDDY WATERS RESEARCH
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The SRAD Client ID

For a sports betting site to incorporate SRAD data, the betting site must first obtain a SRAD Client ID, commonly known as
an ‘APl key’ on other platforms such as Twitter. SRAD defines a Client ID as:

“...a 32 characters long id which is automatically created when a client account is created. The Client ID is binded to all of
the orders under one account and will work for all of the products enabled under that account. In order for us to create an

account, contact our Sales Team.”"

Much like other online services, a prospective SRAD customer needs to go through an onboarding process with SRAD in
order to obtain a Client ID. The customer then uses this Client ID on their website or in their mobile application to utilize
SRAD data and products.

1 https://widgets.sir.SRAD.com/docs/tutorial-fag.html#client-id
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SRAD Infrastructure and Data Exchange

When observing SRAD traffic and performing web socket analysis, our cyber security expert observed the SRAD Client ID being used

when betting websites are loading SRAD ‘widgets’ into their own websites. Our cyber security expert believes the Client ID is present

in Akamai CDN URLs, for example, the URL to load a SRAD website widget for baaji365[.Jlive is:
/lws-cdn001.akamaized.net/3d768df46af393a8bb3b68b7b57f4ed4a/widgetloader

The SRAD URL can be broken down into sub-components to better understand its structure:

ws-cdn001.akamaized.net - This is a custom Akamai domain, that is owned and managed by SRAD and not shared by other
Akamai customers per Akamai documentation.

3d768df46af393a8bb3b68b7b57f4eda - a 32-character Client ID, that is assigned to a SRAD client after onboarding, in this
case baaji365[.] uses this particular Client ID.

/widgetloader - the JSON / HTML code that loads the actual “widget” to display SRAD data on the betting website.

The /licensing endpoint is a way to authenticate that the domain of the sports betting website, using the appropriate Client ID in the
URL, is authorized by SRAD to use their service.

MUDDY WATERS RESEARCH 7
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] Figure A - ligastavok[.]ru loading the SRAD widget via Akamai CDN
Example: ligastavok[.]ru

To compare, first browse to

ligastavok].Jru and examined
the web traffic.

See Figure A.

As shown, the /widgetloader
mechanism with a different
Client ID used in the Akamai
URL is used on
ligastavok].Jru in the identical
fashion as baaji365/.Jlive

Template v History v~ (&
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Example: ligastavok[.]Jru — Pass Figure B - ligastavok[.]Jru successfully authenticating to SRAD licensing via Akamai CDN.

Continuing the analysis, when the p—
/licensing endpoint is requested, S e
the SRAD infrastructure responds -
successfully for ligastavok[.Jru —

and now presents returned data

that indicates there is an active s
client license active and available.

CANCUSCI7I0cOIUqgTYMBES.gsE

See Figure B.

Mup1G3wFH

Template v  History v
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Examp|e: baa ji365[. ]/ive - Fail Figure C - Baaji365/. Jlive failing to authenticate to the SRAD services using the referenced Client ID.

The is an example at right is
of a failed test.

The key fails likely either
because it is an an old or out-
of-date Client ID, or possibly

inappropriately taken a Client
ID from another website.

See Figure C.

MUDDY WATERS RESEARCH



Appendix B — Methodology 1: Client ID — Cont.

This three step comparative check shows there is strict domain, and Client ID checking on the /licensing
endpoint. The Referer and Origin HTTP headers must be set to ligastavok][.Jru and use the Client ID shown,
otherwise the request will fail or show a 404 not found.

We believe this /licensing check is a way to disambiguate between websites that may have scraped a SRAD
Client ID (i.e. baaji365][.Jlive) and those that appear to have an active contract with SRAD - as is the case with
ligastavok[.]ru.

There is an additional technical detail that helps to establish that the Client ID is not the only mechanism that
SRAD uses for authenticating their client’'s websites — there is also a cryptographic key exchange that occurs
for some services that our cyber security expert identified.

MUDDY WATERS RESEARCH 11
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Encryption Key Exchange Figure D - SRAD diagram from SRAD documentation highlighting the role of
encryption keys for accessing sensitive SRAD services'

The SRAD documentation explains that there are
sensitive data operations that require an additional layer
of security to be in place between SRAD and their

How to create and use JWT

customer. Developer / System O Sportradar employee
administrator [Person]
[Person)
The means for protecting these sensitive operations is to Crostes publcevate RSA Sonds putic kay o Sporradar
. . g e 1
use encryption keys, along with specific Json web . 2N
/

‘tokens’ (JWT) that are signed by the encryption keys. ‘ /5N
Cryptographic ‘signing’ is synonymous to signing a
document with a pen — a unique ‘signature’ is applied to a

Configures private key in

piece of information such as a sports bet, a document, a

bank transaction or a stock trade, for example. oo I S—

For SRAD, there is a requirement to set up an encryption T

key and to authenticate sensitive data requests for |

SRAD-related products including: S“"Im

“Audio/Video integration into Live Match Tracker; Login Sportradar backend

into Virtual Stadium; Bet Concierge authentication.”’ e |- e e, S [T i setia s e
Hm-mqmm

User Agent

1 https://widgets.sir.SRAD.com/docs/tutorial-jwt.html
|
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The SRAD documentation further explains how to generate the necessary encryption keys, how to exchange them with SRAD, and
the technical implementation details for using the keys. In the technical notes, one can see that they are using openssl!’ to generate
the encryption keys.

The instructions explain that the operator needs to send their public key to SRAD to configure its systems and validate tokens. The

private key is used on the operator’s backend for the programs to run.

Figure E - SRAD documentation detailing how to use openssl to generate the necessary encryption keys

1. Generate a pair of RSA keys

You can generate a pair of RSA keys using the openssl toolkit, for example:

openssl genrsa —-out rsa-private.pem 2048

openssl rsa -in rsa-private.pem -pubout —outform PEM -out rsa-public.pem

You need to send the public key to us via your sales or client setup representative, and we will configure our systems to validate tokens that were signed by you. The private key is used on

your backend at runtime.

Lhttps://widgets.sir.SRAD.com/docs/tutorial-jwt.html
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Our expert determined that data returned from the /licensing endpoint appears to be part of the SRAD-related encryption
and verification process that is detailed in their developer documentation.

For example, the following snippet of data is from ligastavok][.Jru requesting the /licensing endpoint:

Figure F - JSON data being returned from the /licensing endpoint to ligastavok[.]ru.

JSON

"text" :"U2FsdGVkX19PVX+IlsBaWKQUV... <CLIPPED FOR BREVITY>...==",
"valid":true

MUDDY WATERS RESEARCH
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The text key returned (Figure F) from the /licensing endpoint is Base64 encoded in its original form. By decoding the data, our cyber security
expertwas able to export it to hexadecimal format. See Figure G.

PRR analyzed the raw data, and determined the test key returned from the /licensing endpoint is openssl-encrypted data. The format of
the data matches the format and mechanism that SRAD describes in its documentation for generating encryption keys with openssil.

Figure G - Base64 decoded data returned from /licensing endpoint that is detected as openss/ encrypted data.

Shell

00000000 53 61 6C 74 65 64 5f 5f fb ba 6b d6 38 b4 00 d4 |Salted__....8...|
00000010 db bo fb d8 76 a3 d4 83 83 85 c9 8a d2 f3 Oc ©5 |....V........... |
00000020 f3 ab S5c @b 6d 85 b6 9¢e 92 3c 9d 06 ef dd 8e 42 |..\.m....<.....B|
00000030 d1 ec bd ce 21 1b 99 72 10 f2 e9 c¢f b9 82 7b d8 |....!..r...... e

00000040 05 ea 63 26 6f 26 bf 13 23 b1 92 a4 b8 95 87 fb |..c&o&..#....... |
00000050 1d 10 97 ee bf 81 d9 82 26 a® 68 70 bf 66 b1 53 |........ &.hp.f.S|
00000060 2a f2 cO 40 dB Oc 37 98 fe 25 32 cO 10 41 43 ab |*..@..7..%2..AC.|
00000070 ce f2 c6 97 b3 17 80 a9 cO d6 48 3a 83 b2 6b 82 |.......... Hw k]
00000080 Of 32 23 a5 b5 bc 60 12 cf f3 el cB c6 dc 3c ¢5 |.2#... ....... <=1
00000090 9d e7 6b f@ 3c cc c7 8a 25 d9 fa @e 31 6b b5 Ge |..k.<...%...1k..|
000000a@ f3 01 Of 2a 3c 84 f3 c6 ba 80 b4 Be 2f 14 b7 15 |...*<....... Ll
000000b8 9d ba b1 1b db 91 71 89 ©9 dc 53 90 88 ec 87 9¢ |...... [ e

000000c® 38 85 2a 81 36 26 87 af ©9 82 c1 3e 74 5b ba 42 |8.*.6&..... >t[.B]
000000d0 3c 72 de c9 f7 aa dd c8 5e d7 2c 60 c9 4a ff be |<r...... s s Ja

000000e® dc 64 1b 24 ec 58 a9 18 d2 32 4a f3 f5 cc 6¢c f5 |.d.$.X...2J...1.]|
000000f0 28 53 dd ab 14 2c 1f c9 48 a4 49 19 O¢c Of ad ¢c3 |(S...,.. RS |
00000100 ©7 52 3e 17 f9 1b 38 2d 47 bf a7 33 3d e7 01 8f |.R>...8-G..3=...|
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Appendix B — Methodology 1: End Result

LigaStavok.ru Widgetloader Visibly Running on SRAD Datafeeds
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Conclusion:

The presence of a SRAD customer ID and 32 character is an extremely strong indicator that an

operator is a SRAD customer who has been onboarded and directly connected to SRAD for the
purpose of transferring data. This methodology is specifically developed to differentiate official,
onboarded customers from unauthorized data scrapers.

Appendix C shows additional example of other illegal sportsbooks sites found to be powered by
SRAD identified using this methodology.
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8xBet345.com Powered by SRAD RESEARCH
Client ID#: 090ec44421c9ed9b73a92d044e6983a2
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Sources Outline Search @ [ widgetioader X e 1l
Q widgeticader & Al ‘W 1 * $2674:"match.preview_lineups_2",92896: "satch. latPlus_statistics_27,93244: "headToHead. widgets_22",93338: "match. preview_teamStats_6°,93451:"5ea500. CUPROSTC w Theeads
2 s{"cctx": ("fclientia: St terLogo™: true, "analyticsId™: "srstone: @90eC44421C900907 3292004406982, " 15aAccount 1d™ : "sr,
files to exclude ) M. .
P 5 aboutdlank
5 i0DCTUQRN...
18 results ¢ 3 avoutdiank
£ HICUIBUAR . CAMCEIN| £1LUBU 3L IPL WAMEELIUBUEY J)its a1 KEC L ELAL L A
2 setattribute("data-loaced”,"done”),e((widgetioader)s:1.2,matchId:t B3 sports stream
3 aboutdlank

* [) 090ec44421c9ed9b73292d044e6983a2/widgetloader (13 matches)
1 currentscript; if(esb(e. src| | "sr - uidgetloader” smne. id))toe; else SF(
1 1€() (t=document . getElementBy1d(“sr-widgetloader™))){for(var r,isda « Breakpoints

» Watch expr

1 de@;dcn;de+){iF(i[d).src.match(/~[~?] widgetloader/i)){tei[d];brea

; T % g = Pause on ..

1 A)(t ?[al,crnk)lruuﬂ‘src.utcn(/-igm}uur/\)u(r 1(d]))tst Q clientid & As m X FuE
& 2 var rjif(esi(e.src]le. idmmn"sr- )){ree)else{rn . -

2 ree)else{r=docusent.gettlenentyId("sr-widgetloader=);if(Ir)(var t. 5 {} W0 No source map found (232107} » yuR R -+ W
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Appendix C: Examples of In-Code Evidence WATERS
3377.Com (8xBet’s China Clone) Powered by SRAD RESEARCH

Client ID#: 090ec44421c9ed9b73a92d044e6983a2

B <« C @ © 3377296ty.app/sportEvents/inplay/f b =all&simpleGameCategory=inplay&t (<3 g Y @signin ) =
-
b ms
.com Q £ Login signup 6
2
® a League  In-Play  Upcoming  Pre-match X England League One Wigan Athletic FC 0 - 0 Leyton Orient FC
w @ 2 7755 Cormer kick
0-0
England League One @ Wigan Athletic FC g £ Leyton Orient FC
. @00 44
g 77:56 4 Round 41
X [ Wiean AtmetcFC 0 7
Leyton Orient FC 0 All BetBuilder Handicap Goal Corners Combination 1
. Handicap
Spain Segunda Division <
) 4 & 53% [T} ® n & 1
L 4
HT
Wigan Athle Vs " . -
* CD Leganes 1 &
Real Zaragoza 1 0.76 -0.86
® O inspector [ Console [ Debugger T Network  {} Style Editor () Performance {0 Memory [ Storage T Accessibility Application 0n- @ 0« X
Sources Outline Search O] O widgetioader X & 11
Q widgetioader & A WM 1 ¥ ',92674:"match.preview_lineups_2",92896:"match. latPlus_sta ,93244: "headToHead . widgets_22",93338: "match.previen_teamStats_6%,93451:"5€250 v Threads
2 k-(‘(nx':{knmtm’: " LOgo” :true, "analyticsid srstore: 899ec44421c9ed907329200440698327, " 15240 <0,
files to exclude B3 main Theeas
ac . v 200, B sboutbisnk
5 sports Stream
18 results c 5 sboutbiank
£ WJILUIBUAT. LIRCEIL £.LUBS U1 APt WAVEELAVOUEE ), ir. La1 EEL . 3EUALL AUULEY W -
2 setattribute("data.loaded","done"),e({widgetLoaders: 1.2, matchd: t})})),d_ 5 sboutbiank
*D 21c9ed9b7. i (13 matches) » Watch expn 4=
1 currentScript;if(esd(e.src||"sr-widgetloader”s==c.id) )t=e;else (! (t=doc v Breskpoints B
1 1f(!(t=document . getelementey1d("sr-widgetloader™))){for(var r,isdocument._
- eidgetioader] [d];break) Iré&i Pause on ..
1 1)){t=i[d);bresk}!r8si[d).src.match(/widgetloader/i)a8(r=i(d)))t=t| Ir}if(~ i T T —r Pause on ...
& 2 var r;if(eBh(e.src]le. Ldunn"sr uidgetloader))(rae)else(radocunent .getele . = < S » XHRBre + B
2 rae}else{rsdocusent.getelenentiyla("sr-widgetloader™); 1f(Ir)(var tacocume. 5 (] ) Nosource map found (232107 . . 2
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Appendix C: Examples of In-Code Evidence
10bet.co.uk Powered by SRAD

Note - 10bet.co.uk uses a different widgetloader ClientID than the 10Bet.com and 10tenbet.com

www.10bet.co.uk Client ID#: 85dca06ddd0bf6308e68aeb1072cd51

d < C @ O 8 =8 www.10bet.couk/sports/live-betting/events/: 4 (2] B L @signin ) =
© ©®© © O wn [
m Sports Live Bets Casino Live Casino
Promotions Responsible gambling Contactus Help centre 18.02.2026 t4s
‘ Q Home Live bets o
g Spain Lo Liga
© Football P e
You etslip is empty
@ Horse Racing I our Betslip is empty
Q© Tennis °r
STATISTICS
@ Cricket Pe
@ Greyhounds b+ g
~ Hide
= | Levante
© American Football ¥ Pangerous Attack

@ O ispector [ Console © Debugger T Network ) StyleEditor (D) Performance L Memory [ Storage  Fr Accessibiiity [ Application

Sources Outline Search = [ widgetioader X [ B

1 13 3 satch, latPlus_headToHead 6",98857:"demo_client lmtSelector”,99460: "satch. intPlus_somentum 21%,99678:"satch.lmt_status_34%,99784:"match.previe « Theeads
2 ea(” TI0" : "H50CMEAAOLF 63000 650ED1072CA51" , "ShowFOoterLogo™ : False, "analytiCS1d™ : "Srstore : $54CA06AA0DODF 6 J0806EaeD1072¢ 051" , "1 SAACCOUNTtd™  "sr: §

5 avouttia..

2, sportradar = A B

B3 mpsiw-.

strenss c 4 wcerers.
2 *fishnetFeedsurl®:*https://widgets.fn.sportradar.con”,

2 crestmanagerCrestso

» Watcher 4

//img.sportrader.con/
2 .peg”,"nbarlayer : ~ Breakpoi &
2 .3pg","nh1Playerimagevr 5 ), crentic (10resuts A Ve Aa M X P
2 .jpg","mlbPlayerInagetrl®: "https: //ing.. () Nosource map found 30T g

M () L)
WATERS

RESEARCH
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Appendix C: Examples of In-Code Evidence WATERS
10bet.com Powered by SRAD RESEARCH

Both 10bet.com and its Korean clone10tenbet.com use the same SRAD client ID# and widget loader.

Client ID#: e649dfcecd31bb7ba727692c55cff29a

d « C e O 8 www.10betcom/sp

ts/football/international-clubs-uefa-champions-league/qarabag-newcastle:

B &% L @signin &

i

— B Casino  Livecasino | Sports  Livebets Promotions  Loyalty Club e Login Join now
© UEFA EuropeLeague © Soccer © Basketball O Tennis ©® eSoccer © Table Tennis @ volieyball

® UEFA Conference League

Qarabag 1 Levante o Al-Nassr 1 AlAhliDohaSC 0 FCWinterthur 0
B, Premier League Newcastle 6 Villarreal o 9 o pak ) FCSt.Gallen18... 4
(& LaLiga UEFA Champions League | Pluyol! Round
A o
T 116 T
© seriea 2
@ ana e LS AN @ l

(® O Inspector [ Console D Debugger N Network {) Style Editor (D) Performance {3 Memory [ Storage T Accessibility §8 Application

Sources Outline Search [ O} D widgetioader X
Q. sportradar & Aa W1 ¥ 61:"match.lmt_29%,98764:"season.fixtures™,98806: "match. IatPlus_headToHead_6",98857: "demo_client_lmtSelector”,99460: "match. IntPlus_momentum_21",§ v Threads
2 -language) (Ae. languages"en")var Oes{"cctx™:{"ClientId": "e649dfCecdIbOIDIT27692¢55CFF292", “showFooterLogo™  true, "analyticsId™: “srstore: e6ssdfceq
flesto excode
€0, **/node modules/™ ape B3 avoutdia.
: B Mtossw..
35 results (<) 43 96356153...
v 3 releases/be0fbcdc/_next/static/chunks/439b5e79-d1815b50cf39aa16.js (2 matches) » Watcher +
3360 document,“script®, "https://widgets.sir.sportradar. con/e649dfcecd31bb7ba727692- v Breskpoi B
3709 127100%71"573pX", SFC: "NELPS: //55. SIr. SPOrtradar. con/10Cric/en/21/5eason/ 10837
d3 b " Pause ...
*D Tba727692¢S55¢ff. (32 matches) . "
BUse ...
2 "fishnetFeedsurl®™: "https://widgets.n.sportradar.con”, "virtualFishnetreedsurl
2 crestmanagerCrestiosturl®:"https: //img. sportradar.con/1s/crest/{size}/{crestl rxHR + 8@
2 .png", "nbaplayerInageur]”: "https: //ing. sportradar. con/1s/players/rbs/{playerl. Gy 1
2 .Jpg","nhlrlayerimageurl®: “https: //img.sportradar.con/1s/players/rhl/(playerl. . . =~
) yerinag = ers/rhl/(play Q cientid of 19results AV & Aa M X ) DOM Mutati
2 .3pg", nlbPlayerInageur: ttps://ing. sportradar.con/1s/players/nlb/{playerI.
2 .Jpg","aglrlayerimageurl®: "https://ing.sportradar.con/1s/players/agl/{playeri. @ ()} W Nosource map found 2, 32017)
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Appendix C: Examples of In-Code Evidence "WATERS

10tenbet.com Powered by SRAD RESEARCH

Although the Korean site 10tenbet runs BTi’s Sportsbook, the same SRAD Widget Loader Client ID ran on 10bet.com and 10tenbet.com.

Client ID#: e649dfcecd31bb7ba727692c55cff29a

d « C @ O 8 www.10tenbet.com/sports-kr [SEA . L @signin O =

= m BTiSport Sports overseas Domestic sports Casino Live Casino All promotions 10bet Loyalty Club e $0 wov +

. 0 KRwW

AT Y

50:45

[CNCF CHL) &Z0| B2 2 (1)

© 3% qAnL 0
* | @ 2amEyacc 5

z=e n

“ NAIR I8 (1) ~ » L e A—

(® O inspector B Console O Debugger N Network {} Style Editor () Performance {3 Memory [ Storage  Tr Accessibility 38 Application 0@ g !
Sources Qutline Search @ JS 439b5e79-d1815b50cf39a16)s X  JS 50291-040e4cfb3a289f3bjs J$ Tblded5a-5628bb387691609d.js [/l
1
widgetioader * As Im > Tl

to o =
files to exclude ’ v eza({tenant:e})s>((0,1.useEffect)(()e> (exsar.T.TenCric2document. head. insertadiacentiTie ("beforeend”, ex) :document . head . insertadiacentuTML (“deforeend”, eQ) | =Ll
e 1 (function(a,b,c,d,e,f,g,h,i){a[e]]|(i=a]e)=function(){(a[e).q=a[e].ql|[])).push(arguments)},i.l=1"new Date,i.onf, B3 mttossm
ged.createtlenent (c),hab. getelenentsByTagnane () [0], 2. a5yNCa1, B. STCud, 2. SELAtEribute("n", e), h.parentNode. insertBefore(g,h) 5 aboutbit
1 result e )} )(window,docusent , "script™, "hEtpsi//widgets. sir. sportradar s loader”, "SIR", { 5 81 Spor

language: ‘S{b)"

> O rel 9c/_next/stati 39b5¢79-d1815b... (1 match) n; B mtosim
flappendchild(e), ()=>{document .head.removechild(e))}, (1), (8, 1. useeffect)(()=>("SIR"in wing [ https//w

3363 * ye.asyncs! types"application/javascript®,document. heas
3360 com/esA9dfcecd3ibbrbaz27e92csscff29a/ FUTICIn ", "SIR", { _2€-08RCol; ¢ Rypea”applicetion/Savascript:,docunent. e

bex-sizing: border.box;
o : \ oys ¥ Breakpoi [

LR (Lo Sportradar & its client ID e360,123) =

» Watchey =
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Appendix C: Examples of In-Code Evidence
Betboom.ru — a Russian Sportsbook Powered by SRAD

O Bbelboom.m t/basketba 79, 49

BetBoom Nunus Kubepcnopr Cnopr 24/7 Axuun Kny6oi

O8O

Habpannoe Cuer 1 2

®yréon \9\ 31 2

g |48|20 28
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P s wmm ovoe o)

Tewnnc
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Q Bee Toran AKkenpecc

R O tnspector [ Console [ Debugger TN Network {} Style Editor (D) Performance {0 Memory [ Storage T Accessibility

Application

Sources Outline Search @ [ widgetioader X

“,98806: “natch. ImtPlus_headToHead_6",98857: "demo_client_lmtSelector
{{clientidh: "ea30154b261e52011856F17d9C
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»"analytics

files to exclude
22 results e

+ [ 0a30154b361e5ad11856f1fd9cf02748/widgetioader (1 match)

2 fishnetPvrurl:"nttps://dev.bddp.sportradar.com/rar"}, true) jvar.

» () widgets/sportbook/v1/modern/coupon-u78WzGdu.js (13 matches)
2 "betIncompatible”,BET_INCOMPATIBLE_SPORTRADAR SYSTEM: "betIncom
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] No source map found
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WATERS

RESEARCH
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'@ g X
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preview_teanst v Threads
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~ Breakpoi [
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\ L)
WATERS

Appendix C: Examples of In-Code Evidence

Leonbet.ru — a Russian Sportsbook Powered by SRAD ==l

d « C @

minas-univ

NUHUA C U 24/7 (MBE KWBEPCNOPT A LEON FAMILY

= 5 cacketbon  BpaswnmA v HBB v MuMac-Bpasunua v Kynon @
« Mapw Ha maTy MuHac - Bpasunus v w
KynoH nyct
| S — YT06bI 3aKMNOHNTH NAPK, HAKMUTE HA
17 ®@espann 3 -
17-00 NOZALIARA KOMAHZE! N060#H KOIOPUUMEHT.
57 48 s ‘
{ Kog kynowa
Mepepuin
(31:20; 26:28) Bpaaunus [ n ; | KYJKQOH o
(® O Inspector [ Console [ Debugger TN Network {} Style Editor () Performance {3 Memory [ Storage T Accessibility §3 Application D g e
Sources Outline Search @ D) widgetioader X = 1l
Q spcv‘.val:ad ] . A 'm 1 * h.lmt_29",98764: "season.fixtures™,98806: "natch. ImtPlus_headToMead 6" ,98857: "demo_client_lmtselector”,9946@: "satch. latPlus_momentum_217,99678:"match.lat_status_34", v Threads
2 e) {Ae.1anguages"en"}var Oes{"cctx":{"{clientld": "a0bd4b1f62d3a0dcSdcbe245 Fdfdesdo” , " showFooterLogo™: false, "analyticsId” : "srstore: 30bd4b1£6203200CSGChe245F 0F ded40", "
files to exclude 5 Main T
s : 5 Framed
»

97 results c Watch &

LNEwW 3( ON-A0SU J5AEL NESET;OUNSL BT SPONUIGUNS Lal LS LALT T aReUN LUE. v Breakpoi
v [ js/app.CLT8-xRLjs (11 matches) S

2 live-widget"},1a=68"1¢3, us=v({__name: "SportradarLiveMatchTrackersr. Pause ..

2 ye(1),£(01)1),_:1})):0e(*",10)1)), [ [k, "Sportradart ivematchTrackers.

2 ),amait this.script.addScript(),nindow. SPOrtradartfranedpl this. cr. xR+

2 thl'..createln'.tnnre(:,t):nindon.cnspoﬂrmrr(raneAPriead)-z( » Event

2 e,t){(this.frameInstanceswindow.SportradarifraneAPl.create(e, (url:t. » DOM Mut:
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2 container:e}=qe(Pt, "https://1s.sir. sportradar. con/iframescript. 5"

2 ,ref:e),null,512))),_:1})),[[1,"SportradartivescoreFramedwidget™])

2 11)31}),83-v({__name: "SportradarstatisticsFranedwidget”, setup(r){c.

2 container:e}=qe(bt,"https://s5.sir . sportradar.con/iframescript. js".

2 ,ref:e},null,512)]),_:1})),[[i,"SportradarstatisticsFramedwidget”)
» [ a0bdab1f62d 4 i (1 match) Q clientid k19 2 M1 % AR EX

2 fishnetPvrurl:“https://dev.bddp.sportradar.con/rar"},true)jvar Ir= Z {} ) No source map found (2, 32017
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Appendix C: Examples of In-Code Evidence

Mollybet* via Betinasia — a Sportshook Powered by SRAD

V] DD
WATERS

RESEARCH

Mollybet is a sportsbook which accesses SRAD’s live match tracker via the 32-character widgetloader client ID:
b80c281d60246fdSacea1025239¢e1c12. It shares this 32-character widgetloader client ID with Cloudbet.

g ¢« C ® O 8 blackbetinasia.com k/ba 4 420134 ) (¢34 L Q@signin &
BLACK®
] & Sportsbook
& Basketball
Brazil * Brazi Novo Basquete Brasi (NBE UniCEUB/BRB/Brasilia ®@orn
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@\ vinas Tenis

» - ‘ 66 : 50 Brasilia .‘ m
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° | Betslip is empty
- - .
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& USANBA STATISTICS >
@ spain Copa del Rey de Baloncesto

() italy Cup

Show More + 6 Possession 1 - o
BRASILIA :

(R O inspector B Console O Ded

3

f:

i Application B g X
JS _spp-d090d2e26addcc1S s E |
o 1k  Jatselec = , t
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Sources

2

Outline Search

& A2 '8

16":"sr;
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£ sutton to.
c
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J ANV x A B X ) DOM Mutat
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Appendix C: Examples of In-Code Evidence
IM Sports in Thailand Powered by SRAD, Accessed by Fun88tha.com

Client ID#: b8b1e37591e951674647e26f875a954

v fun88tha.com/th/fiviv/inplay-matrix B % Y, @ signin

@ nnwindw — Mozilla Firefox

O 6 sb.amsprrww.com/popup/live

Tadiuinas

aviiuaa

dududas (86:33

\ \fad
\ nMsun

¥ O inspector () Console [ Debugger T Network )} Style Editor () Performance L Memory [ Storage T Accessibility 8 Application B g - X

y s -
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files to exclude

§ — £ Main Thread
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]
+ [ b8b1e37591e951674647¢6261875a954/widgetloader (19 matches) O nttps//soweb-miycdn-ias...

41 results c

r.setClientappversions1;r.setClientlds_;var meh(t(77533));var geh(. » Watch expressions +
2 {var rs{error:null,message:**,props:{),client: appBuildat:T, appver.
~ Breakpoints |z}
2 (8,u.setClientappversion)(r,t);(0,u.setClientr }IVar Ter.debugey;
2 error.name;n.stackse.error.stack}if(e.clientld){n.clientIds=e.clientId Pause on debugger sta.
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Appendix C: Examples of In-Code Evidence WATE B
IM Sports in P.R.China Powered by SRAD Accessed Via Leyu (Yabo) RESEARCH

Client ID#: b8b1e37591€951674647e26f875a954

0
0
Q
2

O n D - S — . anw— m . A N P - .
@ NFEXEX — Moxilla Firefox oz -

Oo

O B imim2001djmS.com/popup/liveCenter/?eventld=106031¢ ) me= iget=1& **redacted*** w
=
¢ P Vs FaiEkE
w
7 (RMB) (s}
FE 0.00
FaME 0.00
L >
ERRE ~
© B 7
s 2 168 A
@ Bif 39
R AEER 27
& Em% =
R FEER 8 ot -
(R mman 6
o & .
pelliics 2 | R O Inspector Console [ Debugger T Network {} StyleEditor (2) Performance {3 Memory [ Storage T Accessibility 5§ Application S 0
=0 B3 7 3 Sources Outline Search @ [) widgetioader X el
Q ERIR 10 Q. radar . Aa m 2:"match. 1 laySyPlay_0",990375: "match. IntCustom_lineups”,90608:" v Threads
= 2 en"}var Oe={"cct flientid": "Beb1E37591€951674647€6268758954" , " showFoo
@ 1 8 fies to exciude
© =i 1 9. "*/node_modules/*" 3ppjs & intemedisry -
B3 nttpsu/sowed-my
i 262 A 10 resutts c 5 mpsy/sbwed.my
TEMATRE 23 ~ [ bBb1e37591e951674647e62618752954/widgetioader (1 match) » Watch expressions
- “RIG=EHO 27 2 fishnetPvrurl:"https://dev.bddp. sportFTT]. con/rar™}, true) jvar Zr={ad. v Breakpoints
0] EREE 22 * [ static/client/main-13997e3.js (6 matches) s = e
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Appendix C: Examples of In-Code Evidence "WATE RS
SBO Powered by SRAD to Run the Bet568 Sportsbook

RESEARCH

O 8 =

Below: SBO is running a SRAD Live Match Tracker. The 32 character widgetloader clientID is visible at the bottom of the page using the browser’s developer tools.
d C @
BMyBets @

sports-sbomaind-play jjiikkil11.com/SBOMainD/EN? “**redacted™**

& % @signin &) =
" A ements @ FAQ @ Sports Betting Rules
@ Mozilla Firefox

|
®
QO 8 livecourt-568.cdn568.net/livecourt/livecourt.aspxi ***

redacted***

/

Wellington
Dangerous Attack

D) widgetioader X
Qd .¢ A 1 Vi

® O Inspector (B Console D Debugger N Network ()} Style Editor (D Performance o Memory 8 Storage *Mcess-balnty 883 Application
7/@] Soun Outlii Searc  [@)

files to exclude

0 Bl

4",98661: "match. lmt_29",98764: “season. fixtures”,58906: "match. latPlus_headToHead_6",98857: “demo_client_lmtSelector™,99460: “match. IntPlus_momentun_21",99676: "match. Int_status_34",99784: "match.pre » ¥
(@,u.validateurlstringPropd(e,r)}});if(14e. language) (Ae. language="en"Jvar Oe={"cctx":{'{ClientId": "464122552¢365 Je6da", "
Q clientia

Logo": false, "analyticsId”: "srstore:4641¢2255a36533

SA NV e Al X
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Appendix C: Examples of In-Code Evidence "WATERS
TapTap Powered by SRAD RESEARCH

Below: during Chinese new year 2026, Tap Tap Sports offered a
special promotion to use BetRadar virtual sports, further
confirmation it is a SRAD customer, and using multiple products

Below: TapTap’s 32-character widget loader ClientID: 2370877a0ce04fbfdc9678dae41d4210 matches that used by 188bet, XJ
Games, and Crown Sports indicating they are all connected as one SRAD customer. lts “client alias” is also listed as “188bet”.

o « C @ O 8 & sportsgobalsbicom/zh-cn/sports/all-macket/ 10620187/ West-Virginia-vs-Utah?ce 448 » DEpsy/WWw.Lapwan.net&v s taptag (O A L @son O = o e« c @ 08

vtapwannet/zh-cn ar-cny-fortune-0

BEE  &BUST

BEAR  UEE

Betradar Virtual Sports | Happy Chinese New Year

FREEE 0 0 Wt

° 0 o

CIED i1zmas swas ws

it

Main rules

1. The prometion pericd is from 12:00 noon on February 17, 2026 to TL59 am on March 17, 2026 (Befing time).
2. During the promotional period, eligible members must accumudate a total cf 160 RMB or USDT20 in valld bets across any game cn Betradar Vietual Sports.

BE: K1

v b eitet

(R O wspecor [ Comscle D Detugger N Netwok () Stebdinor (D Perfommance O Memory [ Swrape T Accessbany B Appicaton @ 4 X
—_— Vetal 1Gotsal Brdesige

Vet euttud ok Cus

~ © sportsgobasbtoon

VetaaiPremar Lesge
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Appendix C: Examples of In-Code Evidence "WATERS
XJ Games (/\Zg) Powered by SRAD

RESEARCH

Below: XJ Games 32-character widget loader ClientID: 2370877a0ce04fbfdc9678dae41d4210 matches that used by
188bet, TapTap, and Crown Sports indicating they are all connected as one SRAD customer running betradar.

0 « C @ O B xjgames-official.com B % Y @signin & =
<

Home API Solution XJ Sports XJ Lottery ContactUs Login

A Hot Today Soon PriceBoosts Early Outrights Parlay My Ev

SaintMartin () () Barbados

1H25:15

Barbados
Free Kick

® O Inspector Console [ Debugger TN Network {} Style Editor () Performance T Accessibiity 5 Application 0@ ) >
Sources Outline Searc @ IS main.js720260224 x O]}
I betradad I & Aw 0 v Threads
‘ame(r)[0), 1.5 «1,i.5rCe"Nttps ws-Cdndd1. akanaized. net/237087700CeaefbFACO6 780804104218/ widget loader” , i . setattribute("n",0),c.parentnode. inserts
files to exclude (5 Main Thread|

3 Oniline Spor..
3 right Paned

sbetRadar:y
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Appendix C: Examples of In-Code Evidence
Lucky Sports on SV368— widget loader RESEARCH

Below: Lucky sport is running a SRAD Live Match Tracker. This site originally appeared on Sv368.cm (Vietnam) with a few other API providers.
The 32-character widgetloader ClientID (2f27813d2eb5a3cefaff169f823ec8f8) is visible at the bottom of the page using the browser’s developer tools.

8 % L @signin &Y

Ch e C @ O B www.sv368.am/sean

— English ¥ Withdrawal @ Sign out

@SVEE8 £ 5. 0.2 280 = el
V HOME FOOTBALL SPORTS COCKFIGHT LIVE SLOTS FISH POKER LOTTERY PROMOTION HOTGAMES VIP
Lucky Sports
@7

) Home gy’ Live (% Highlight (% Soccer

@ @ @t _ (-08] @ X
i) Basketball & Tennis 45 Volleyball  ¢J) Baseball @) Cricket %5 Handball @ Rugby Badminton @ Tabl

“ Orderslip Statement

Anaheim Ducks vs Colorado Avalanche

O 4 - >
O/l
1"match w Threads

countId
3 Main Thread

5 avoutbiank
3 Redirecting...
34 results c Bns

] Error 404 (N..

v [) 2f27813d2eb5a3cefaff169823ec8f8/widgetioader (32 matches)
P 7019 ts AV & A2 W X 3 sporr

» nspector onsole ebugger etwork tyle Editor  (3) Performance emos torage W Accessibility 53 Application
> O Bc DD NN {} Style £ € Perf O Memory Storag A bility Appll

Outline Search [ JS index-DoKVwPo3 js [ widgetioader X
“match. 1mtPlus_headToHead_6",98857: “demo_client_lmtSelector”,99460: “match. IntPlus_momentum_21",99678: “match. lmt_status_34",997:
lientld":“2f27813d2ebSadcefaff169¢823ec88", "showFooterLogo”: e, "analyticsId®:“srstore:2¢27813d2ebSa3cefaff169f823ec8f8", 152,

Sources

& Al '8

4, sportradar

files to exclude

Clientid
4 cfo19aat-86..

(2 32017,

2 "fishnetFeedsurl®: "https

crestmanagercrestHosturl”: Z {} W Nosource map tound
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Appendix C: Examples of In-Code Evidence "WATE RS
United Gaming (UG) RESEARCH

Below: UG Sports (United Gaming) is loading SRAD data via the widget loader. The SRAD 32-character unique ClientID (fabe8d1359aacd0d6d44bcaa3993481e) is
visible in the “widgets.sir. SRAD” URL. This site was accessible via both bj88bet & sv368.cm which integrated UG Sports into their platforms’ offerings.

D0 ¢« C 0 QO 8 sport token="**redacted*** o 3 3 Y @signin &y =
e
by
o] History ‘ paray Fold (@)
© © Toogle @ Toumament Filter  Search tournament or match eQ EU~ Standard ~
w

[ JE 19 &= Live > Basketball > NBA 1 +» Streaming A

Favorite 0 & Portland Trail Blazers 0 @ Portland Trail Blazers -v- Dallas Mavericks -
& Daltas Mavericks 0
& Hot 1287 | Live
& Famasy 53
© Back 10 home
) Soccer 394 "
Portland Trail Blazers ‘ Live a Dallas Mavericks

@ Basketball 3

@ Cricket 22 All Market

@ Football 28

Baseball 4 4
/. Hockey 6 149 174 2.02

¥ O inspector Console [ Debugger T Network {} StyleEditor (2) Performance {3 Memory [ Storage T Accessibility 38 Application

o 5 314eabib-3c00-444d-b3
e.Fa 4N 30605869-9263-4d3a-bct
42 960dcAld.61se-4¢33.87¢
43 22c63548-11bb-40cS-25,

@ @ 11 @i overm 42 worker testjs74042c

7 on

Sources Outline Search @ 2025122413 X
Q. widget! & Aa M 1 =P *active” ta("value"),$3("wearly_box*).fina(" v Threads
2 v c<b. lengt! r heb[c].split( 1, ke"week' m

files to exclude v er™).find("11").1ast(). trigger (“click (),8asevate! mction a(){return m’-c

) = 4 - dateFilterMain “dateFilterToday“sssb)beDateutil.getoat = GUVE
SRS e R s v (){easevate -val())})}, init: fun {},closeFilte  ga nrssuun6 2710.4160.67

. sointoacoy gifola) b SocuCache:functionla ciluas Bald,d

1 result e

rtlps:/‘lnw:cu.nr.',pcrlrsdAr‘con.‘fabzsdlsssuacdedec&db;us??s‘sxm‘gig‘etlcwn'.‘k!ﬁ
Tovenidget™,8) ], INEUSEETT SNSOUCET | TUNCEION(3) (3-LaNEUBRET YL EELINS LANCEUT(8); 17 (18] [o=sslanguageT

IR", {theme: !1, language: Basevirtualm
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Appendix — C: Live Match Coverage of Low-Level Leagues WATERS
SRAD Powering a WHL (Canadian Junior Hockey League) Live Match Tracker on 10bet RESEARCH

Below: 10bet using SRAD’s Live Match Tracker of the Edmonton Oil Kings vs. Brandon Wheat Kings, Two Junior CHL Teams

d « C @ O 8 www.10bet.com/sports/ice-hockey/canada-whl/edmonton-oil-kings-brandon-wheat-kings-14122025/ (55 <3 J g 6.5
= m Casino Live casino Sports Live bets Promotions Loyalty Club e Login
() lee Hockey - Canada - WHL ~ Edmonton Oil Kings vs. Brandon Wheat Kings WHL
Top Leagues . Oil Kings 2nd 11829
1E2
© NHL Top Sports View All
EOK z s
® on © TableTennis @ Volleyball | © IceHockey (@ Cricket © American Football Bwk e e
© wHL
Ol Ki... 1 lina Hurric... 2 Wid 1 Montreal C... 14 Doc SeattleKr... 14 Doc
© AHL Brandon Wheat... 2 Philadeiphia Fly... 1 BostonBruins O Edmonton .. 900 Buffalo Sab... <000
World Championship s
[ ‘ Nl iy ) 4
K 1:2 J
All Leagues Oil Kings o1 Wheat Kings
7 ® GOALS GOALS @

= Austria v ® ®

¥ O inspector [ Console [ Debugger T Network {} Style Editor (D) Performance I Memory [ Storage  Tr Accessibisty 38 Application

a Filter URLS I+ Q @ Al HTML CSS JS XHR Fonts Images Media WS Other Disable
Status Method Domain File Initiator Type Transterred Size
[266] GET & Imtn.sportradar.com 615574701 mexp= 1765846526 ~acl=/"~da $2580-D86c9921bdbASIIE2 (xhe) Json 190 k8
[200] GET & Imtinsportradar.com 615574707 T =exp=1765846526~a¢i=/*~da 92580-D86¢9921bIbO5 111,512 (xhr) json 936 B (raced)
304 GET & Imtfnsportradar.com 61557470 T =exp=1765846528~acl=/*~da 32580-586¢9921bdb9S111.j512 (xhr) json
» B or <OOrtra o 615574707 T=exD 8 " 92580-D56¢99210ab95 1110512 (xr
CH C 8 » 92580-b86¢99210db95111.i512 (xhr <00
B4 am A 92580-086¢992100b95 111512 (xhv] on cached
GET im.ensportradar.com 615574707 T=exp=1765846528~acl=, ¥ 92580.086¢9921bdb95111is12 (xhv) json
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Methodology 2—Virtual Sports Client ID "WATERS

RESEARCH

SRAD’s virtual sports are a product that gives players a chance to watch and bet on a digitally recreated sequence from historic matches whose outcome is
based on a randomly generated number (RNG). It is like a custom slot machine featuring star players engaged in competitive matches in various sports.

SRAD issues a unique numerical Client IDs and virtual client alias to each customer which appears in its code. Incrementing each numerical client ID
caused SRAD servers to return results with client data and client aliases for each positive match for an active virtual sports customer. A negative condition
returns an error message. This interaction with the SRAD servers enabled us to assess whether an operator was an active customer, and not simply an
operator scraping or pirating from SRAD.

We found the clientid value was synonymous with the “s4_id” (a 3 or 4 digit number, example in red below) in SRAD virtual sports layout URL and did not
match the 32-character widgertloader client ID used by the same client. In other words, the virtual sport client ID or s4_ID it was a different and distinct
client ID.

Additionally, we observed that the virtual sports domain was (https://config-vs001.akamaized.net) was indeed another SRAD related domain.

https://config-vs001.akamaized.net/rgsplus?client id=3111&language=en&platform=desktop&product=vbl&sport=vbl [config-vs001.akamaized.net

Most important, we discovered that by submitting alternative numerical IDs to SRAD’s servers we would receive responses indicating whether a number
was or was not an active client. An active client ID number would return data including a client alias which was often recognizable as a brand name. The

data would include a host of values including the items in the table below:

client alias id s4 id s5 alias
188betvbl 988 3111 188betvirtuals
leongaming 6464 782 leongamingvirtuals
sportybet 9222 455 sportybet
fonbetvbl 78 2007 fonbetvirtuals

_______________________________________________________________________________________________________________________________________|
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https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
https://urldefense.com/v3/__https:/config-vs001.akamaized.net/rgsplus?client_id=3111&language=en&platform=desktop&product=vbl&sport=vbl__;!!AHh8_Z5O2w!kMzHAmRfNU80rQgy0HRBoaySuz5PcOMXAI46c16mQ_MFLuBl9ooOQJtVDHu0qW2PWSPsZmzt7Bm5gTPlkhXb0yHdyQ$
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Virtual IDs Reside Within SRAD’s Integration Ecosystem Within a Web of Client IDs RESEARCH

The use of the client_alias is powerful, as there are various data collection endpoints that can be used to affirmatively, and demonstrably show relationships with SRAD

clients. For example, the SBOBet example is telling: the sbobet[.Jcom website has clear indicators of a relationship with SRAD, and more strikingly, SRAD hosts a web

interface with sbobet in the URL that also contains the SBOBet logo visually evident on the screen (Figure below). Seemingly there are no rebuttals from SRAD that can
explain this - no web scraping bot or illicit operator is in control of SRAD infrastructure.

Only SRAD is in control of SRAD infrastructure.

Below: SBOBet web interface hosted on SRAD infrastructure, with SBOBet branding.

O B sh-cdn001.akamaized.net

3*SBO
1y Favorites (© Soccer @) Tennis €D Basketba £ lce Hockey () Baseba @ Handball @ Volleyball [E Ansports v
@® Q Select Toumament v == Premier League © Laliga () SedeA @B Bundesliga () Ligue 1
¢ B > v @ I
Matches (%] Follow your
favorites.
Algeria | Ligue 1 17 FT HT A Click the star next to a everywhere you go
competition
o Paradou I
£ 2nd hait v
¥ Axnoun 3 3
=D Rouissat 1 1
£ 2nd hait v
€ Mostaganem 0o 0
A * Follow your matches
vy A% 4 1
Argenting | Primera LPF, Apertura FT W A Use the pin 1o keep an eye on
favorite matches
Banfield al e
£ 0230PM v
¥ Racing Avellaneda N -
Hi
£ 0445PM uracan v
L
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Appendix D - Methodology 2:

Virtual IDs Reside Within SRAD’s Integration Ecosystem Within a Web of Client IDs

The diagram on the right illustrates how
SRAD?’s virtual sports client ID fits within the
ecosystem of integrations and ties back to
the 32-character widgetloader client ID.

“queryUrl": “match_get/61812056"
"doc": [

“: “"match_get",
73693741,
: 10800,

Per-Event / Per-Match

Statistics and Data

MUDDY WATERS RESEARCH

sp@rtradar

SPORTS TECHNOLOGY. REIMAGINED

"bookmaker" :
"client_alias" : "188betvbl",
"id" : 988,
"rgsplus_api_key" : null,
"rgsplus_bk_id" : null,
"s4_id" : 3111,
"s5_alias" : "188betvirtuals"

Virtual Sports Configuration

V] DD
WATERS

188Bet - Sports.sbkprod.asia
CyberArena Ltd.
Anjouan

SALAMI-Hosted Statistics
Interface for Virtual Sports
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Appendix E: Examples of Virtual Game clientID “WATERS

RESEARCH

Bk8-SABA-02-11-2026-BetRadar-CDN

d «
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*Sport19eurL”:"https: //vélive-vseel.akamaized. net/vFln/deskt. o [ Game virtusization

/deskt el 4N 1ea8ccBe.4367-4178-2T3.
£1ive.vsee1. akan ldeskt_ g 42 32565020.5381.4272.94.
bl1ive-vsedl.akamaized.net/vbl/vbl/u D 4e497108-1337-4715-8cb...
24871527-2161-4959-ade...
A 27576020-b755-4033-09...
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RESEARCH

188bet / Taptap - virtual sport client ID: 188beg2

O « C @ O 8 & www.iapwannet t t Ca @ & L @sgnin )

Sports Esports Casin \ 0 C > Virtual Lotto Promotions Refer A Friend App

Virtual

Betslip (0) My bets

Select odds and start betting
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5 RGS Plus
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esunts o

43 ges21MM0-2
48 main
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9, "clientalias”
“clientAlias”

MUDDY WATERS RESEARCH 41



\ DD
WATERS

Appendix E: Examples of Virtual Game clientID

RESEARCH

Dafabet.com — dafabetgp

O ¢ C @ O 8 sportsdafabetcom/en/sports/be tuals (0 3 B d Y @signin gy =

O, dafabet =
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Leonbet — leongaming

MUDDY WATERS RESEARCH
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SABA - virtual sports client ID: mi0O01a168darkcdn

RESEARCH
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